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(54) Method for downloading software from server to terminal 



(57) The invention relates to a telephone system 
and a method for downloading software from a server 
(128) to a terminal (100, 102), the method comprising 
the steps of attaching to the software a certificate con- 
firming the authenticity of the software and the loader; 
downloading the software from a source computer ( 1 34) 
to the sender (128); downtoading the software from the 



server (128) to the terminal (100, 102). In the method of 
the invention a first electronic signature confirming the 
authenticity of the software is attached to the software 
at the server (1 28). After the software is downloaded, a 
second electronic signature is generated at the terminal 
from the loaded software and the authenticity of the soft- 
ware is checked by comparing the first electronic signa- 
ture with the second. 
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Description 

FIELD OF THE INVENTION 

[0001] The invention relates to a method for down- 
loading software fronn a server to a ternninal in a tele- 
phone system comprising a plural number of terminals 
and a management system server that monitors and 
controls the operation of the terminals, a terminal of the 
system comprising means for storing one or more soft- 
ware. 

BACKGROUND OF THE INVENTION 

[0002] As radio telephone systems become increas- 
ingly common and their coverage areas grow - the sys- 
tems often replacing those implemented by fixed line tel- 
ephone connections - it has become necessary to de- 
velop telephone networks supporting radio telephone 
systems such as cellular radio systems. Such tele- 
phones are needed, for example, in areas where fixed 
line telephone connections do not exist, or in applica- 
tions in which the terminal is in a place, for example in 
a moving vehicle, where connection to a fixed network 
is not easily available. The present invention can be ap- 
plied particularly to systems implemented by means of 
cellular radio systems. 

[0003] The systems and terminals involved Include 
pay phones, so-called WLL (wireless local loop) termi- 
nals, payment terminals at points of sale and smart card 
terminals supporting transfer of money between a card 
and a bank. 

[0004] The functions in current terminals are to a large 
extent implemented by means of various types of soft- 
ware. The terminal comprises a processor and memory 
into which the necessary software is stored. When the 
user selects a function, the software is read from the 
memory and carried out. In the designing of terminals, 
a compromise between the number of functions and the 
available memory capacity has been necessary Due to 
reasons of cost, the size of the memory in the terminals 
cannot be infinitely increased, therefore the memory lim- 
its the number of the functions. 
[0005] Let us study, by way of example, a pay phone 
system implemented by means of a radio system. The 
system comprises a plural number of pay phones, each 
communicating with base stations over a radio path. For 
the radio path and the base station, the terminals func- 
tioning as pay phones do not deviate in any way from 
conventional subscriber terminals. For collection of pay- 
ments, the pay phones comprise a collection device that 
can typically be a payment card reading device. Numer- 
ous different payment cards are available^ such as dif- 
ferent types of credit cards, reloadable payment cards, 
bank cards, etc. In addition, the card types vary accord- 
ing to the card manufacturer and the company offering 
the card, and different facilities can be selected for one 
and the same card. Each card type requires the terminal 



to be provided with software supporting the card, i.e. a 
card application. The card application comprises the 
routines required for the terminal's user interface, for 
controlling the card and for performing a transaction. 

5 such as a payment. 

[0006] To have card applications supporting all card 
types stored Into the memory of a terminal reading a 
card would require such a large memory that the termi- 
nal would be expensive. Furthermore, the adding of new 

10 card applications to the temnlnal would require the soft- 
ware of the entire equipment to be changed at hardware 
maintenance. 

[0007] Problems similar to those relating to pay 
- phones also affect other wireless devices in which pay- 
is ment cards are read, such as reloading devices allowing 
electronic money to be loaded from a bank account to 
a payment card. 

[0008] To solve the above problem, it is advantageous 
If software can be downloaded through the network 

20 when necessary, thereby allowing the terminal's mem- 
ory to be optimally utilized. When a card is inserted into 
a terminal which does not have software corresponding 
to the card, the terminal can downkDad the needed soft- 
ware to its memory through the network from a prede- 

25 termined server. 

[0009] This method has, however, its shortcomings. 
The use of software downloaded from a network in- 
volves risks that must be taken into account. It is impor- 
tant that the software to be downloaded is flawless and 

30 does not contain software viruses, for example, or other 
harmful elements. It is also important to be able to verify 
that the software is downloaded from the correct server 
and that it is manufactured by the correct software man- 
ufacturer. A defective software can cause malfunction 

3S in the terminal, such as unintended calls and transac- 
tions to wrong addresses. 

BRIEF DESCRIPTION OF THE INVENTION 

40 [0010] An object of the invention is therefore to pro- 
vide a method and an apparatus implementing the 
method so as to allow the above problems to be solved. 
This is achieved with a method for downloading soft- 
ware from a server to a terminal, the method comprising 

45 the steps of attaching to the software a certificate con- 
firming the authenticity of the software manufacturer 
and the loader; down loading the software from a source 
computer to the server; calculating a check sum for the 
software and the certificate; and downloading the soft- 

50 ware from the sen/er to the terminal. The method of the 
invention further comprises the steps of adding the 
check sum confirming the authenticity of the software to 
the software at the server before the software is down- 
loaded to terminals; generating a second check sum at 

55 the terminal from the downloaded software, after the 
software has been downloaded; and checking the au- 
thenticity of the software at the terminal by comparing 
the first check sum with the second. 
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[0011] The invention further relates to a telephone 
systenn comprising a plural number of terminals and a 
server monitoring and controlling the operation of the 
terminals, the server being arranged to calculate a 
check sum for the software and the certificate attached 
to the software; a terminal of the telephone system com- 
prising means for storing one or more software, and the 
system comprising one or more source computers ar- 
ranged to upload software to the server, the terminals 
being arranged to download the software from the send- 
er. In the telephone system of the invention the server 
is arranged to attach to the software a first check sum 
confirming the authenticity of the software before the 
software is downloaded to the terminals, and a terminal 
is arranged to generate a second check sum from the 
downloaded software, after the software has been load- 
ed, and that the terminal is arranged to check the au- 
thenticity of the software by comparing the first check 
sum with the second. 

[001 2] The dependent claims relate to preferred em- 
bodiments of the invention. 

[0013] The method and system of the invention pro- 
vide several advantages. With the solution of the inven- 
tion it is easy to ensure that the software is safe and that 

it is uploaded to the server from a safe source computer 
The invention employs digital signature to ensure the 
authenticity of the software. Corresponding methods 
have earlier been applied only in connection with elec- 
tronic mail transmissions. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] In the following the invention will be described 
in greater detail in connection with preferred embodi- 
ments and with reference to the accompanying draw- 
ings, in which 

Figure 1 is a diagram illustrating a structure of a tel- 
ephone system of the invention; 
Figure 2 is a block diagram illustrating a structure 
of a terminal of a system according to the invention; 
Figure 3 is a flow chart illustrating a method of the 
Invention; and 

Figure 4 is a flow chart Illustrating the downloading 
of software. 

DETAILED DESCRIPTION OF THE INVENTION 

[001 S] In the following the invention will be described, 
by way of example, with reference to a pay phone sys- 
tem implemented by applying a digital GSM mobile 
phone system, the invention not being, however, limited 
to the example. It is apparent that the solution of the 
invention can be modified to apply to telephone systems 
implemented by means of any other technology and 
comprising terminals which Include functions operated 
by means of software applications. 
[0016] Figure 1 illustrates a structure of a pay phone 



system Implemented In a cellular radio network. The 
system comprises a plural number of pay phones 
100-102. each connected via a radio path 104-106 to 
base stations 108-110. For the radio path or the base 

5 station, terminals operating as pay phones do not differ 
in any way from conventional subscriber terminals. The 
base stations 108-110 are typically connected to base 
station controllers 116-118, each controller controlling a 
plural number of base stations, via transmission lines 

10 112-114 which can be implemented by means of optteal 
cables, copper cables or link connections. The base sta- 
tion controllers 11 6-1 1 8, in turn, are connected via trans- 
mission lines 120-122 to a mobile services switching 
centre 124 which controls the operation of the base sta- 

15 tion controllers and transmits calls from the terminals to 
a fixed network or to other parts of the cellular radio sys- 
tem via transmission lines 126. 

[0017] The pay phone system further comprises a 
management system server 128 which controls and 

20 monitors the operation of the pay phones 100-102. In 
the GSM system used as an example, a control equip- 
ment server 128 of the pay phone system is connected 
via an X.25 interface 1 30, for example, to a short mes- 
sage centre 132 which is, in turn, connected to GSM 

25 cellular networks and their mobile switching centres. 
The above description of the cellular radio system thus 
relates to the GSM system, but it is obvious that al- 
though the details of other systems vary from the above 
description, there are no essential structural differenc- 

30 es. It should be noted that also in the GSM system the 
pay phone system can be implemented without the short 
message centre, by connecting the control equipment 
server 1 28 of the pay phone system to the cellular radio 
system by employing other prior art methods, such as 

35 a modem. 

[001 8] The system of the invention further comprises 
a source computer 1 34, such as a computer of the man- 
ufacturer of the software used in the terminals. The 
source computer 1 34 is connected to the server 1 28 via 

40 a telecommunications network 1 36, such as the Internet 
or a private network. Both the server and the source 
computer can be implemented as computer hardware 
having the required telecommunications characteristics 
and the appropriate software. 

45 [0019] Figure 2 illustrates an example of a preferred 
embodiment of a pay phone according to the system of 
the invention. The pay phone of the invention comprises 
a cellular radio transceiver 200 and a control unit 204 
which has a direct connection 202 to the transceiver 200 

so without a two-wire connection. The terminal of the in- 
vention further comprises a collection means 206 con- 
nected to the control unit 204. Depending on the appli- 
cation, the collection means can accept phone cards, 
credit cards or smart cards as means of payment. The 

55 terminal typically also comprises a dialling means 210 
for dialling the desired telephone number, display unit 
208 and an earpiece 212. The terminal can also com- 
prise means 214 allowing a hands free facility, the 
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means comprising a speaker 216 and a microphone 
218, and the necessary amplifiers. If desired, some or 
all of the above components can be directly Integrated 
into the transceiver 200, or they can be implemented as 
separate means, although structurally possibly within 
the same casing. 

[0020] The function of the transceiver unit 200 is to 
provide, when necessary, a radio connection to a base 
station to allow a call to be transmitted. The unit 200 
also takes care of alt operations (usually carried out by 
a mobile phone) concerning the maintenance of the ra- 
dio path and the call. 

[0021] The function of the control unit 204 is to control 
the pay phone. The control unit typically comprises a 
micro processor, fixed and reprogrammable memory 
circuits, multiplexing means and switches. The control 
unit controls the operations of other units included in the 
equ ipment, registers placed calls and takes care of deb- 
iting. The operational parameters of the pay phone are 
usually stored in the control unit's memory. Such tele- 
phone-specific parameters include telephone number, 
tariff data relating to the calls to be placed, language 
options on the telephone's display and volume of voice. 
Except for the inventive features described in the 
present application, the operation of the control unit 
does not basically differ from the operation of the control 
units of prior art pay phones. 

[0022] The details of the terminal structure can also 
vary from the above description depending on the pur- 
pose of use of the terminal. For example, if the terminal 
is a payment terminal used at a point of sale, the device 
does not necessarily include audio parts such as a mi- 
crophone or speaker. At its simplest, the terminal com- 
prises a cellular radio transceiver, a control unit and col- 
lection means which can be structurally integrated with 
each other or, alternatively, they may be components 
detachable from one another and temporarily connect- 
ed together for the duration of a call payment or a pur- 
chase transaction, for example. 

[0023] The software needed by the terminal are 
stored into the memory of a control unit 204. The soft- 
ware concerned include software, or card applications, 
needed by various payment card alternatives. A card 
application comprises routines needed for the terminal's 
user interface, for controlling a card and for carrying out 
a card transaction, such as a payment. 
[0024] Let us then study the method of the invention 
with reference to a flow diagram shown in Figure 3. As 
stated above, the system of the invention allows soft- 
ware to be downloaded to terminals, when necessary, 
from the system server. To ensure the authenticity of the 
software it is important that software can only be upload- 
ed to the server from a source the authenticity of which 
has been confirmed. In the solution of the invention, 
each software supplier is therefore provided with a spe- 
cific digital certificate that allows the software supplier, 
or the supplier's computer (hereinafter referred to as the 
source computer) from which the software is uploaded 



to the server, to be rclentified. The certificate Is granted 
by a third party, such as the terminal manufacturer. 
[0025] In step 300 of Figure 3, the software producer 
attaches a digital certificate confirming the authenticity 

5 of the software to the software to be transferred to a 
server. In step 302 the software is uploaded from the 
software producer's source computer via, for example, 
the Internet or another link to the network server which 
in this example is the sender of the pay phone system. 

10 In a preferred embodiment of the invention, the server 
checks the source computer's certificate in connection 
with the downloading. 

[0026] When software is downloaded to terminals, It 
is also essential that the software is downbaded from 
^5 an official server agreed on in advance and not from a 
disturber that has connected to the network. It is there- 
fore necessary that the origin of the software can be ver- 
ified from the software. For this purpose the software is 
provided with an electronic signature at the server, the 
signature being attached to the software in step 306. In 
the preferred embodiment of the invention, the electron- 
ic signature is generated by calculating a check sum in 
step 304 for the software and the certificate and by at- 
taching the check sum to the software in step 306, pref- 
erably by using encryption, thereby preventing any ex- 
ternal party from corrupting the sum. The check sum it- 
self can be calculated by applying methods known to 
those skilled in the art. One way of implementing the 
encryption is to use a public key and secret key encryp- 
tion method. The electronic signature is attached to the 
software at the server in step 306 by using the server's 
secret key which outsiders do not know. The encrypted 
information can then be decrypted by using a public key 
at the terminal. In the solution of the invention, encryp- 
tion methods known to those skilled in the art can be 
used. 

[0027] In step 308 the terminal downloads the soft- 
ware needed from the server. After the terminal has 
downloaded the software, it checks the authenticity of 
the software in step 310 by calculating, similarly as at 
the server, the check sum of the downloaded software 
and the certificate attached to the software. The terminal 
then decrypts the encrypted electronic signature at- 
tached to the software at the server in step 312 by using 
the server's public key. As a result of the decryption, the 
check sum calculated at the server is obtained. The ter- 
minal compares the check sum it has calculated with 
that calculated at the server In step 31 4, the result of the 
comparison allowing the terminal to decide the authen- 
ticity. If the check sums match, the software is authentk: 
(step 316), but if the check sums do not match, the 
source of the software is not authentic (step 318) and 
the software cannot be taken into use. 
[0028] Let us then study an example of a situation 
where the above described downloading of the software 
cannot be carried out; this is Illustrated in a flow diagram 
of Figure 4. In step 400 the user has inserted a card into 
a card reader 206 of a terminal. In step 402 the terminal 
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checks the different functions of the card, for example, 
any credit card alternatives included. If several options 
are available, the user gets to select the function to be 
used. The routine then proceeds to step 406 to check 
whether an application required by the selected function 
is included in the temninal's memory. The application 
keeps record of the applications available in its memory 
at a particular moment. If the application is in the mem- 
ory, it can be started in step 408. 
[0029] If the application is not in the terminal's mem- 
ory, the routine proceeds to step 410 to check whether 
the application is in the management system's server. 
Information about the applications that can be doNA/n- 
loaded from the server can be stored either in the ter- 
minal, or the terminal can request the information from 
the server. If the application cannot be found from the 
management system, the function is rejected in step 41 2 
and the user is asked to give a new one, provided that 
the card contains several functions. 
[0030] If the application is on the management sys- 
tem's server, the terminal asks in step 414 the amount 
of memory required by the applk^atlon. The terminal 
then checks in step 416 whether the amount of memory 
required by the application is available. If there is not 
enough memory available, an application to be removed 
from the memory is selected and removed In step 418 
so as to release memory for the new application. The 
terminal can let the user select the application to be re- 
moved or. alternatively, the terminal can make the deci- 
sion on the basis of a predetermined criterion. One cri- 
terion is to keep recently used applicatk>ns and to re- 
move an application that has been unused for the kjog- 
est. 

[0031] The terminal then informs in step 420 the serv- 
er of a free memory area where the application should 
be placed. For example, the terminal can inform a mem: 
ory area 31 2, shown in Figure 3, to be available for the 
application. The management system's server down- 
loads in step 422 the application to the memory area 
informed by the terminal. The application is then ready 
to be taken Into use in step 424. 
[0032] In another alternative embodiment the man- 
agement system's server does not control the placing 
of the application into the terminal's memory, but only 
transmits the application to the terminal which then plac- 
es the application into its memory. 
[0033] In addition to payment card applications, a 
downloadable software can comprise facilities trans- 
ferred in an electronic form, such as timetable informa- 
tion or tickets. 

[0034] Method steps associated with the terminal of 
the invention can be advantageously implemented by 
software at the terminal's control unit 204. The connec- 
tion to the management system's server required by the 
method can be advantageously provided by means of a 
data call connection. A data call is a call type that is 
available in digital radio networks; it corresponds to a 
modem connection in analog systems. 



[0035] At the management system's sen/er and in the 
software manufacturer's source computer the functions 
of the invention can be advantageously Implemented by 
means of software. 
5 [0036] Although the invention is described above with 
reference to an example shown in the attached draw- 
ings, it is apparent that the invention is not restricted to 
ft. but can vary in many ways within the inventive idea 
disclosed in the attached claims. 



Claims 

1. A method for downloading software from a server 
IS - (1 28) to a terminal (100, 102), the method compris- 
ing the steps of 

attaching to the software a certificate confirm- 
ing the authenticity of the software manufactur- 
er and the loader; 

uploading the software from a source computer 
(134) to the sender (128); 
calculating a check sum for the software and 
the certificate; and 

downloading the software from the server (128) 
to the terminal (100, 102), 

characterized in that the method further com- 
prises the steps of 

attaching the check sum confirming the authen- 
ticity of the software to the software at the serv- 
er (128) before the software is downloaded to 
terminals; 

generating a second check sum at the terminal 
from the downloaded software, after the soft- 
ware has been downloaded; and 
checking the authenticity of the software at the 
terminal by comparing the first check sum with 
the second. 

2. A method according to claim 1 , characterized in 
that the authentrcity of the software is always 
checked at the terminal (100. 102) when the soft- 
ware is carried out. 

3. A method according to claim 1 , characterized in 
that the method comprises the generating of an 
electronic signature at the server (128) by calculat- 
ing for the software and the certificate a common 
check sum which is encrypted by means of a secret 
key of the server. 

4. A method according to claim 3, characterized in 
that the encryption of the secret key is decrypted at 
the terminal (100, 102) by means of a public key of 
the server (128). 
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5. A method according to claim 1 . characterized in 
that the terminal (100, 102) detects that a payment 
card is inserted into the terminal's card reader (206) 
and the user has selected an application, and that 
the terminal 5 



that the terminal is arranged to decrypt the encryp- 
tion of the electronic signature by means of a public 
key of the server. 



checks whether the software needed for imple- 
menting the application can be found in the ter- 
minal's memory, and 

sends the server (1 28) a loading request com- io 
prising information about the software needed, 
and that the server 

sends the terminal the software needed, and 
that the terminal 

stores the software into its memory. is 



6. A telephone system comprising 



a plural number of terminals (100, 102) and 
a server (128) monitoring and controlling the 20 
operation of the terminals, the server (128) be- 
ing arranged to calculate a check sum for soft- 
ware and for a certificate attached to the soft- 
ware; 

a terminal of the telephone system comprising 25 
means (204) for storing one or more software, 
and the system comprising 
one or more source computers (134) arranged 
to upload software to the server, the terminals 
(100, 102) being arranged to download soft- 30 
ware from the server, 

characterized in that 

the server is arranged to attach to the software 3S 
a first check sum confirming the authenticity of 
the software before the software is downloaded 
to the terminals, and that 
a terminal is arranged to generate a second 
check sum from the downloaded software, after 40 
the software has been loaded, and that the ter- 
minal is arranged to check the authenticity of 
the software by comparing the first check sum 
with the second. 

45 

7. A system according to claim 6, characterized in 
that the terminal is arranged to always check the 
authenticity of the software when the software is 
carried out. 

50 

8. A system according to claim 6, characterized in 
that the server is arranged to generate an electronic 
signature by calculating for the software and the 
certificate a common check sum and to encrypt the 
calculated check sum by means of a secret key of 55 
the server. 



9. A system according to claim 6. characterized in 



6 



EP 1 033 652 A2 




Y 



200 

202 

r 

204 

r 

206 



MS 



216 X— 
218 ^ 



214 



-212 



208 



CPU 



READER 



DISP 



210 



KEYB 



Fig. 2 



7 



EP 1 033 652 A2 



ATTACH CERTIFICATE TO SOFTWARE 
AT SOURCE COMPUTER 



V 



LOAD SOFTWARE FROM 
SOURCE COMPUTER TO SERVER 



300 

u 



302 



CALCULATE CHECK SUM 



304 

V 



GENERATE FIRST ELECTRONIC 
SIGNATURE BY ENCRYPTING CHECK 
SUM WITH SERVER*S SECRET KEY 



V 



DOWNLOAD SOFTWARE AND 
ELECTRONIC SIGNATURE FROM 
SERVER TO TERMINAL 



V 



CALCULATE CHECK 
SUM AT TERMINAL 



T 



306 



308 



DECRYPT ELECTRONIC SIGNATURE ENCRYPTION 
AT TERMINAL WITH SERVER'S PUBLIC KEY 



■ 312 



316 



SOFTWARE 




IS AUTHENTIC 





-314 



CHECK SUMS MATCH ? 



NO 



318 



SOFTWARE 
IS NOT 

AUTHENTIC 



Fig. 3 

8 



EP 1 033 652 A2 




CARD INSERTED 



CHECK CARD APPLICATIONS 



402 



SELECT APPLICATION TO BE USED W 

1^ 



404 






^408 


^YES ^ 


START 




APPLICATION 



NO 



412 



REJECT 



414 



INQUIRE MEMORY CAPACITY 
REQUIRED BY APPLICATION 




418 



NO 




SELECT APPLICATION 


~> 


TO BE REMOVED AND 






REMOVE IT 



INFORM MEMORY SPACE AVAILABLE 
TO MANAGEMENT SYSTEM 



420 



MANAGEMENT SYSTEM LOADS 
APPLICATION TO MEMORY SPACE 



422 



START APPLICATION 



424 



Fig. 4 



9 



